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SPICE/ISO 15504 as integration platform
for the relevant regulations and
standards to enable IT-Governance

Return of experience
on multi-site
process harmonization & integration
(Gregor Gedlicka - WAVE Solutions for IT)
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Andreas Nehfort JM B

IT-Consultant & Trainer - since 1986 Nehfort IT-Consulting:
- Software Processes - Assessment Based Process Improvement:
- Software Engineering: CMMI, SPIiCE & Automotive SPICE
- IT Service Management - ITIL and ISO 20000

- IT-Project Management, Quality Management, SW -
Requirements

Formal Qualification / Certificates:
- INTACS Certified Competent Assessor fur SPICE / ISO 15504
- Itsmf certified ISO 20000 Consultant

Background:
- TU-Wien — Studying Technical Methematics: 1975 - 1979
- Software Developer and Project Management since 1978

DI. Andreas Nehfort
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Nehfort IT-Consulting 54 42 B

IT-Consulting Company focussed on:
- Software Processes & Software Process Improvement

- Based on well established reference models:
- SPIiCE - ISO15504 / Automotive SPICE / CMMI
-ITIL / ISO 20000 or ISO 27000ff
- Agile Processes / RUP - Rational Unified Process

- Network of independent Consultants, Trainers & Assessors:
- Software Engineering & Project Management
-IT Service Management & IT Security Management

Nehfort IT-Consulting is representing KUGLER MAAG CIE
in Austria!

DI. Andreas Nehfort
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Agenda M

- Some trends and challenges in the financial sector
- Growth by mergers & acquisition
- Standards & regulations

- Enablers for IT-Governance - base & advanced techniques

- Assessment Based Process Improvement — ABPI

- SPICE as integration platform for the relevant regulations
and standards

- Multi-site process harmonization & integration
Return of experience — WAVE Solutons for IT

- Multi-Standard Assessment Tool:
SPICE 1-2-1 for IT-Governance

DI. Andreas Nehfort
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The Trends M

Mergers & Acquisition - growing enterprises

A growing field of Standards & Regulations

The Challenges

Reconfiguration & integration of business & organisations

Reconfiguration & harmonisation of processes

Assuring compliance to the relevant standards

Demonstrating compliance to these relevant standards

DI. Andreas Nehfort
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IT-related Standards M B

SW-Engineering:
- CMMI & ISO 15504 / SPICE
Systems Engineering:
- CMMI & SPICE4Systems (= 1SO 15504-6)

IT Service Management:
- ITIL & ISO 20000

Infomation Security:

- ISO 27000ff
IT-Controlling & IT-Governance:
- Cobit
Banking SPICE — SPICE for IT-Governance - 7 e
Standards & regulations M
for Financial Reporting
The Topic:

- Reliability of Financial Reporting

- Monitoring Internal Control Systems - Effectiveness
The Standards & Regulations:

- Sarbanes Oxley: SOX & SAS70

- COSO-Standards

- Cobit

- 8. EU-Directive (EuroSOX — coming soon ... June 2008)

Banking SPICE — SPICE for IT-Governance - 8 SILAECEIETRT
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Base Techniques for IT-Management M
and IT Governance (enabler)

An Integrated Management System:

- The link from management to implementation - targets

- The link from implementation to management - results
Risk Management:

- Identifying risks and goal oriented action planning
Process-Controls and Process-Measurement:

- For governance - goals

- For monitoring = results
Project Management:

- To master the change processes - Project

Banking SPICE — SPICE for IT-Governance - 9 D A o

09.04.2008

Advanced techniques M B
for process management

Applying the Process Capability Approach to all kinds
of processes:

- The Capability Level Model: from CL1 to CL5
- Process description via purpose and outcome
- Process Attributes and Generic Practices

Relevant Standards:
- CMMI — Capability Maturity Model Integration
- SPICE - ISO 15504: Process Assessments

Application-Specific Process Reference Model

Banking SPICE — SPICE for IT-Governance - 10 SILEE L
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1ISO 15504 - Scope M

The scope of ISO/IEC 15504: process assessments
- for improvement and capability determination
- It is not limited to software & systems engineering!

Other best practice models for IT
- like ITIL® and ISO 20000 for IT Service Management
- or ISO 27000ff for Information Security Management

do not provide such a concise approach for process
improvement.

So ISO 15504 / SPICE can be used as a universal model
for process assessment and process improvement.

Banking SPICE — SPICE for IT-Governance - 11 D A o

09.04.2008

Assessment Based Process Improvement M B
Our integrative Assessment Approach

SW Development
SPICE / 1SO 15504-5

SPiCE
Assessment
Approach

IT Service
Management
ITIL /1SO 20000

Information Security

Management
ISO 27000ff

Banking SPICE — SPICE for IT-Governance - 12 SILEE L
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Assessment Based Process Improvementjété B

Assessment Based Process Improvement combines:
1.) The SPICE assessment approach as defined in ISO 15504-2

2.) International and industry standards for the different process domains:

- For Software Engineering:

ISO/IEC 12207 as PRM and ISO/IEC 15504-5 as PAM
- For Systems Engineering:

ISO/IEC 15288 as PRM and the new ISO/IEC 15504-6 as PAM
- For IT Service Management:

ITIL (best practice) and ISO/IEC 20000-1 as standard for certification.
- For Information Security Management:

ISO/IEC 27001:2005 as standard for certification and

ISO 17799 as standard for information security controls.
- For IT Governance:

Cobit as accounting standard for IT governance and SOX

DI. Andreas Nehfort
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A-B-P-I: Our Initiatives ;4 Q _

ISO 20000 — PAM (developed in 2006):

- SPICE conformant Process Assessment Model for
IT Service Management Processes according to ISO/IEC 20000-1

- Combines state of the art know-how from two different angles:
- The Reference Model for IT-Service Management: ISO 20000-1
- The Process Assessment model based on ISO 15504 / SPICE

- Assessment Tool: SPICE 1-2-1 for ISO 20000
- www.spice41S020000.com

ISO 27000 — PAM (developed in 2007 & 2008):

- SPICE conformant Process Assessment Model for
Information Security Management according to ISO 27001 & ISO 27002

- Assessment Tool: SPICE 1-2-1 for ISO 27000

> www.spice4|S0O27000.com
Banking SPICE — SPICE for IT-Governance - 14 )
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From consultant's theory M
to customer's practice ...

Return of experience
on multi-site
process harmonization & integration

WAVE Solutions for IT
Gregor Gedlicka

DI. Andreas Nehfort
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... and back to consultant’s supportM

“The dancing master will be our Process Assessments!”

We support these Asssessments with our
Assessment Tool
SPICE 1-2-1 for IT-Governance

- www.spice4lT-Governance.com

DI. Andreas Nehfort
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SPICE 1-2-1: Available Standards 54 42“ _

SPICE 1-2-1 for IT Governance provides the following models:
- ISO 155004-5: SW-Engineering
- I1ISO 20000: IT Service Management System
- 1ISO 27001: Information Security Management System
- 1ISO 27002: Information Security Controls
- A customer-specific model
- First empty ... can be filled with SynEdit
- or we fill it with predefined processes (as a service)

SPICE 1-2-1 is expandable - e.g. for COBIT controls

DI. Andreas Nehfort

Banking SPICE — SPICE for IT-Governance - 17 09.04.2008

The use of SPICE 1-2-1 for IT-Governance JM

For fixing the position - initial Assessment:
- As starting point for process improvement

For monitoring success-> evaluation assessment:

- As part of an improvement program

Fo compliance checks:
- Preparing for an I1SO certification - ISO 20000 & I1ISO 27001
- In line with internal audits or supplier audits

- In line with the internal control system for SOX, SAS70,
EuroSOX and other regulations

DI. Andreas Nehfort
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Assessment Tool - Prepare

“ADemo-SPICE-1-2-1-IT-Gov * - SPiCE 1-2-1 for IT-Governance

File  Assessment  Help

‘D2 H|E S X XS]

1.Prepare | 2.Fil n | 3. Anslyze | 4. Reports:

Processes to assess: Selectect 175 Net selectect 0
an [ Sated | Generolquestins Note for whole assessment:
i i i 4| | Enter your notes here.
Sorted By ‘S‘ﬁndws v‘ ISC0.5.1 Information security policy tad ¥
Purpose:
150 15504 All processes from ISCL 5 Objective: To provide management direction and support for
1S0 20000 All processes from IS CL 5 information security in accordance with business requirermnents and

150 27001 All processes from I€ CL 5 relevant laws and regulations

Management should set a clear palicy direction in line with
business objectives and demonstrate support for, and commitment
to, information security through the issue and maintenance of an

information security policy across the organization
ProcessControls:

1SC05.1.1 ion security policy d

Available Standards

An information security policy document should be approved by
management, and published and communicated to all employees
and relevant external parties

Implementation guidance

Qther information

WAVE ... the
customer-specific
model

.2 Review of the information security policy
The information security policy should be reviewed at planned EEine (o Aroeoomme!
intervals or if significant changes occur to ensure its continuing B e et

suitahility, adequacy, and effectiveness
Implementation guidance Capablity Level

Banking SPICE — SPICE for IT-Governance - 19 I Andreas Rierfod

Prepare: ISO 270001 & ISO 27002

1 for IT-Governance

File  Assessment  Help
P02 KX 2]

e 2,7l | 5. Anabae | 4. mepars

Processes to assess: Selected: 173 Mot selectect O
A Sorted ‘ General questions Note for whole assessment:
I [ISC0.7.1 Responsibility for assets | [ Enter your notes here.
Purpost

150 15504 All processes from IsCLS  ~ | |Objective: To achieve and maintain appropriate protection
150 20000 All processes from 1scL5 || |of organizational assets.

= [7 150 27001 All processes from I€CL 5 All assets should be accounted for and have 2 nominated
ISMS 4.1 Establish the ISMS - ManacCL S ATES
1SMS 4.2 Establish the ISHS - Risk P CLS Oriners should be identified for all assets and the
1SHS 4,3 Establish the TSHS - Mana( CLS responsibility for the maintenance of appropriate controls Select
1SMS 4.4 Implement and operate thi CLS should be assigned. The implementation of specific
1SMS 4.5 Monitor Information Securi CL 5 Controls may be delegated by the owner as appropriate bt |nfo rm ation
1SMS 4.6 Review the ISMS CLs the owner remains responsible for the proper protection of
ISMS 4.7 Maintain and Improve the CLS | |the assets i
J Security
ISMS.5.1 ISMS - Establish Managem CL 5 ProcessControls:

Controls

ISMS 5.2 1SMS - Provide resources CL&

ISMS 5.3 ISMS - Ensure training, aw CL & ISCO.7.1.1 Inventory of assets ~1
ISMS 6.1 Internal [SMS Audits  CLS All assets should be clearly identified and an inventary of all
ISMS.7.1 Management revisw of the CL S important assets drawn Up and maintained

1SMS.8.1 1SMS Impravement cLs i on quidance
= [Z] 150 27002 All processes from ISCL§ e fmE e
1SC0.5.1 Information security policy CL S
1SCO 6L Internal organization  CL§ 1SCO.7.12 Ownership of assets
15C0 6.2 External parties cLs

Allinformation and assets associated with information
processing facilties should be owned by a designated part
of the organization

Ir on quidance

1SC0.7.Z Information classification CL 5
1SC0.&.1 Prior to employment cs

ISCO.8.2 During employment cLs
e QOther information
ISCO 8.3 Termination or change of (CLS
ISCO.9.1 Secure areas CLS STy (o £SEoBaar
ISCO.7.1.3 Acceptable use of assets Maximum Capabilty Level
15C0,9.2 Equipment security cLs
Py S g -y Rules for the acceptable use of information and assets
6002 T P RO ELE associated with information processing faciliies should be ' | capepity Lever
IEE0 05 S B e AT % ELS identified, documented, and implemente
[7] 15C0.10.4 Protection sasinst maliciccLs (¥ | |1 on quidance
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SPICE 1-2-1: Fill-In

NewAssessment * - S

E 1-2-1 for IS015504 and IS020000

File  pssessment Help

nopld %000/

are: | 2. FilIn ‘3)3\‘(25 4. Reports

ITS| ervice Level Management

To define, agree, record and manage levels of
service

[ Notclsar

O Mot Applicable @

[ NotRateable

YQied

=
7

Frosess periormance
Fertormance marage
Wark predutt maage
Frosess deinitian
Process deployment
Proess messurement
Prosess control

Al

Sarted || General questians

Allinfarmation Few infarmation Onily the: most impartant
™ . - C A
I\
v
Al Tenlines  Threelines Single-line Hidden
Notes: ¥

J - KA

ITSM.6.1 Service Level Management
Purpose:
To define, agree, record and manage levels of service

(

Notes: Strengths:
[Erter yaur Hotes here. [Erter yaur Hotes here...
Improvernents: Weaknesses

[Enter your Hotes here. [Enter your Hotes here.

Base Practices:

F

Frooess optimization

ITSM.6.1.BP.1 Record and Agree Services

service level targets and workload characteristics and agree therm by the

Implementing New or CI

ITSM.
ITSM.
ITSM.
ITSM.
ITSM.
ITSM.;
ITSM.
ITSM.

Servics Reparting CLs cL2
Service Continuity and 2 CL5  CL2
Budgeting and Accountir CL5 CL2
Capasity Management  CLS CL2
Information Security Ma CL5  CL2
Business Relationship M. CLS cCLz
Supplier Management  CL5 CL2
Incident Management  CL5 CL2

parties. [Outcome 1]
Notes:
[Erter your Notes here.

ITSM.6.1.BP.2 Define SLAs

Define and docurment each service provided in one or more service level
agreements. [Outcome 2]
Notes:

[Erter your Notes here.

-

N..
P ... Partially
L..

Fill In: )

. Not

. Largely

. Fully )

<Record the full range of services to be provided together with the corresponding

Spell checker language: EN

Banking SPICE — SPICE for IT-Governance - 21
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SPICE 1-2-1: Analyze

NewAssessment * - SPiCE 1

File  Assessment  Help

00 H| 208

for 15015504 and 1S020000

1.Prepare | 2 Fn | 3. Analyze \)Repm

Charts:

oo oo

= Process Attribute Charts.
Frecuency Distribution for Process Graup
Freauency Distriaution for Process Category
Frecuency Distribution for Standards
Al Processes
PAC chart for Process Group MSYS
PAC chart for Process Group PDCA,
PAC chart for Process Group IMPL

PAC chart for Process Group RELA
PAC chart for Process Group RES
PAC chart for Process Group CONT b
PAC chart for Process Group RELE
PAC chart for Process Category SMS
PAC chart for Process Category SMP
PAC chart for Standards IS0 20000
= Capability Level Charts
Frequency Distrioution for Process Group
Frequency Distribution for Process Category
Freguency Distriaution for Standards
Al Processes
CLC ehat for Process Group MSYS
LS ehart for Process Group PDCA
€L chart for Process Group MPL
€L ehart for Process Group SDEL v
Legend
B ot schieved
[BY  Partially achieved
L Lergely achieved
JEN  Fully achieved

Showvaues[F] n% [] srowRatng  [F130 O vertca

PAC chart for Process Group SDEL

ITSM 6.5 Information Securty Management

ITSM.6 5 Capacty Management

A’ 3 Copy chart o cliphoa|
A [EIFull screen

1ISO 20000: )
Service
Delivery

TS 6 4 Buddgeting and Accourting for IT

ITSM 6 3 Service Cortinuity and ...

ITSM.6.2 Servics Reporting

ITSM .1 Service Level Management

Livd
vz vd
TTvd
vevd
Tevd
Ubvd
Trvd
Levd

Frocess Aftriutes

Annotations for this chart:

inclucke this chart inthe report

Hizsname:

Tevd

FAC ohartfor Frocess Broup SDEL

Processes

N

Font Size: 8 PAC.Group.HMS. SPICEIS+20000 PGO13

DI. Andreas Nehfort
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Assessment Tool - Analyze

Demo-SPICE-1-2-1-IT-Gov * - SPiCE 1-2-1 for IT-Governance
File  Assessment Help

i H @ 0)ad|E

[+-prepars [ 2.ruf] 5. Araiyze | gpars]
Showvaises: [Jin% [ showretng []30 O Vertical
>

oS CU S ST & Frequency Distribution for Process Group

PAC chart for Process Category SLC
PAC chart for Process Category OLC
PAC chart for Process Category SIS
PAC chart for Process Calegory SMP
PAC chart for Standards S0 15504
PAC chart for Standards 1SO 20000
PAC chart for Standards IS0 27001 =
PAC chart for Standards IS0 27002
PAC chart for Standards WAYE

= Capability Level Charts
Fi

15015504 - Supply Process Group (SPL)
15045504 - Engineering Process Group (ENG)
10 15504 - Process Improvement Process

15 15504 - Resaurce and Infrastructure

150 15504 - Opsration Process Group (OFE)
Frequency Distrioution for Process Cetegory
Frequency Distribution for Standards
AllProcesses 150 15504 - Suppart Frocess group (SUP)
CLC chert for Process Graup ACG
CLC chart for Frocess Group SPL
CLC chart for Process Graup OPE
CLC chiart for Process Graup ENG
CLE chart for Process Group SUP
CLC chart for Process Graup MAN
CLC chart for Frocess Group PV
CLC chert for Process Group RIN

150 15504 - Managemart Process group (MAN] I

10 20000 - Service Delivery Pracess
150 20000 - Relationship Process roup (RELA)
150 20000 - Resalution Frocess group (RES)
150 20000 - Cortrol Process group (CONT)

150 20000 - Release Process graup (RELE)

A" 23 Copy chart to cliphos
A" EIFull screen

CLC chart for Process Group REY 2} 2 2 2
LG chart for Process Group MSYS = o O £
CLC chart for Process Group PDCA Capabilty Levels
CLC chart for Process Group IMFL v

Legend Annotations for tis chart

W vt achizved
Farty achieved

Include this chart in the report

Pliasname:

ERe)

3
L Lergely achisved
[El  Fully achieved

Frequency Distributionfor Frocess Group

Mix from
ISO 15504
and
1ISO 20000

_

FontSize: &  CLCFQD.Group
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Charts - an example:

All Standards - Overview

Frequency Distribution for Standards

130 15504 All processes from 130 15504
IS0 20000 All processes from IS0 20000
IS0 27001 All processes from IS0 27001 100%

IS0 27002 All processes from IS0 27002

S

S
o o o a o
= = P = =
N " w IS o

Capabilty Levels
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SPICE 1-2-1: Reports

* NewAssessment * - SPiCE 1-2-1 for 15015504 and I1SO20000

File  Assessment  Help

PNy bldE roaau

1. Prepare | 2.Fillln | 3 Ana\vx«‘l Reports | 3

Conterts and structure Report preview
Alinformation Few information  Only the most mportant

Descriptions Ny

* Notes

(see Doc ID: QMPO03, Version 2.3)

to other team members.

ITSM.6.5 Capacity Management M

The activities for BP2 are described in the "Project & Quality Management Plan”

Meeting minutes for GP 2.2 1 are collected in hand-writing and are not available

C @leeneme BowerPoint Report

S~

Note: Please da not use MS Waord during a reportis generated

Banking SPICE — SPICE for IT-Governance - 25
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Emerging Interest in the

s

process capability approach

We notice a substantial interest to apply process capability
approaches (CMMI and SPICE) to IT Service Management

- especially by companies which deal with CMMI or SPICE for

software engineering processes anyway.

- For SW-Product companies:
-1SO 15504-5 for SW-Product Development

-1SO 20000 for the product related service organisation

We also notice a substantial interest to apply the SPICE

capability approach to organization wide process

management initiatives, which cover not only IT processes!

Banking SPICE — SPICE for IT-Governance - 26
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ISO 20000 goes SPICE A

An ISO working group has started in 2007:

- To develop ISO 20000-4 as Process Reference Model
(PRM) for IT Service Management

- To develop ISO 15504-8 as corresponding Process
Assessment Model (PAM)

ISO will need some years to publish these standards ...
(and SPICE for ISO 27000 will still be an open issue ...)

But you can benefit from our work right now ...

DI. Andreas Nehfort
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Thank you for your attention!

Questions & Discussion ...

DI. Andreas Nehfort
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