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Agenda s
- Vorstellung

- Andreas Nehfort & Nehfort IT-Consulting
- Karl Rebernig & ISIT

- Qualitatsstandards in der IT — Ein Uberblick

- Governance > Die Dinge im Griff haben

- Die ISO 38500: Corporate Governance of IT

- Cobit 5 im Uberblick

- Prozessreifegradmodelle (SPICE) als Werkzeug fur Governance
- Das Cobit Assessment Modell

- Reslimee
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Vorstellung Andreas Nehfort /M_

IT-Consultant, Unternehmensberater, Trainer - seit 1986 selbstandig:
- Geschaftsfuhrer der Nehfort IT-Consulting KG - www.nehfort.at

- Berater flr Software Prozesse & Qualitat
- Prozessreife > CMMI & SPIiCE
- Projektmanagement, Qualitdtsmanagement, Requirements Engineering

Erfolg = Qualitat x Akzeptanz
- SPICE Principal Assessor & GPard Lead Assessor

- Vorstand des STEV-Osterreich - www.softwarequalitaet.at
Osterreichischen Vereinigung fiir Software Qualitattsmanagement

Background:
- TU-Wien — Studium der Technischen Mathematik: 1975 - 1979
- Software Entwicklung seit 1978 und Projektleitung seit 1982

. q DI. Andreas Nehfort |
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Die Nehfort IT-Consulting /M_

Beratungsunternehmen mit folgenden Schwerpunkten:
- Software Prozesse & Software Prozessverbesserung

- Vor dem Hintergrund anerkannter Referenzmodelle:
- SPICE - 1ISO15504 / Automotive SPICE / CMMI
- ITIL /1SO 20000 bzw. ISO 27000ff
- Agile Prozesse (SCRUM, ...)

- Prozess- & Qualitatsmanagement

- GP-Partner & GPard-Assessor

Network selbstandiger Berater, Trainer, Assessoren:
- Software Engineering & Projektmanagement
- IT Service Management & Information Security Management

- Prozessmanagement & Qualitditsmanagement
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Vorstellung Karl Rebernig M_

Geschaftsfuhrer der isit consulting GmbH - www.isit.at

Beratungsschwerpunkte:
- Governance
- Management Frameworks
- IT-Frameworks
- Konzeption, Entwicklung und Einsatz von Wertetreibersystemen
- Strategie-Beratung
- Management Coaching

Informatiker; Mitglied der ISACA (CobiT; www.isaca.orq)
- 1985 bis 2000 Geschéftsfuhrer der EDV GmbH
- 1995 bis 2000 Geschaftsfiihrer von debis Systemhaus Osterreich.

. q DI. Andreas Nehfort
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isit consulting GmbH M_

Potentiale erkennen, Starken entwickeln!
-HIP:
- Human Capital
- Information Technology
- Prozesse

isit begreift Unternehmen und Organisationen in ihrem
gesamtheitlichen gesellschaftlichen Zusammenhang.

Dabei fokussieren die Leistungen von isit auf diejenigen Prozesse,
die sie als langfristige Wertetreiber in Unternehmen identifiziert:

- Menschen in ihren Arbeits- und Wissenszusammenhangen

- und die Informationstechnologie als Unterstutzung der
Geschaftsprozesse.
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Qualitatsstandards in der IT

System Eng.
ISO 15504-8

ITIL

COBIT PAM e}
ISO 20000

\ orp. Gov. of
Governance of Enterprise IT-TdBit5-7 = — — — — —

(ein kleiner Ausschnitt fur unsere Zwecke, d.h. vereinfacht .

U

Neu in Cobit 5
SPICE konformes Assessment Modell |

ITSM
i . m orpo
- \ ernan
1SO 27000ff ,L - * C
nf. Securit +- ISO 38500

DI. Andreas Nehfort
PzM-Summit 2012

Farbcodes zum Bild

U

Standards & Regulations

Governance of Enterprise IT — Cobit 5 - 8

Fullung:
- Regenbogen: Universelle Anwendbarkeit
- Grin: SW-Engineering (Entwicklung)
- Rot: Systems Engineering (Entwicklung)
- Gelb: IT-Management Standards
Rand:
- Roter Rand: Standards fur die Zertifizierung
- Dunkelblauer Rand: Assessment-Standards (CMMI&SPICE)
- Hellblauer Rand: Sonstige

DI. Andreas Nehfort
PzM-Summit 2012
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Governance

Governance bedeutet:

- Leiten, Lenken, Herrschen, Regieren, Steuern, Regulieren
,2die Dinge im Griff haben!*

7 BEER y _
% K ] Dimensionen der
Unternehmenssteuerung
nach Kaplan & Norton

Kunden- |- & Finanz-

parspeklive perspaklive
[} ) v » [
| Untemahmen/
Strategie
¥ ; « » v
Interne Lem- und
Prozess- - - Entwickiungs-

perspekiive perspekiive

.Fur das Ergebnis die Verantwortung zu tibernehmen!*

Governance of Enterprise IT — Cobit 5 - 9 —

Wirtschaftlichkeitsstrategie Langfristiger Wachstumsstrategie
Shareholder —

i - Verb d ) rhohung des
Finanz ) Steigerung der Ver- Value Ausweitung der
Perspektlve mogensnutzung Umsatzmaglichkeiten
Kunden- Kundenwertbeitrag
Perspektive Verfiig- Funktio- Partner-

barkeit nalitat schaft
Produkt- und Serviceeigenschaften Kundenbeziehung Image

Interne Produktions- und Kundenmanage- Innovationsprozesse Gesetzliche und

Logistikprozesse mentprozesse Soziale Prozesse
Prozess- « Beschaffung * Kundenauswahl « Marktchancen - Umwelt

H « Produktion « Akquisition « F&E Portfolio « Arbeitssicherheit

Perspektive | POt « Kundenbindung « Entwicklung + Gesellschaft

- _Risikomanagement »Wachstum « _Markteinfihrung +_Beschaftigung
Lern- und Humankapital
Entwmklgngs- Informationskapital
PerSpEKtlve Organisationskapital

Governance of Enterprise IT — Cobit 5 - 10 —
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Governance? s

Ganz sicher nicht so ...

i

A

Hebel der Macht - Dieter Zehentmayr — Kurier 1990
DI. Andreas Nehfort

Governance of Enterprise IT — Cobit 5 - 11 Ben

Governance in der Praxis s

Governance bewegt sich in der Praxis
im Spannungsfeld von

- ,Gouvernal* (= Wienersch fur ,Lenker* eines Zweirads)
-> Die Dinge im Griff haben

und

- ,Gouvernante*
- Anstandsdame, die sich darum sorgt, dass die Form
gewabhrt wird.

. q DI. Andreas Nehfort
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_Governance* /M 2

hat viele Auspragungen ...

(=3
gncnsf“"'ﬁ“ief T 1Y
) i 5
Good Governance — wjuiwi (B 4 m}\j\_"“f_””'/;m/
- 6ffentliche Verwaltung .. @ &=s" s, R

Coporate Governance

- Compliance zu vor-
gegebenen Regeln

IT- Governance:

- Steuerung des Wertbeitrags der IT
zur Wertschdpfungskette einer Organisation

Governance of Enterprise IT — Cobit 5 - 13 —

ISO 38500 - Framework for
good Corporate Governance of IT

Governance Model:
- Regelschleife: Evaluate - Direct — Monitor

Six Principles for good corporate governance of IT
- Definiert sechs Themenbereiche der IT-Governance:
- Responsibility, Strategy, Acquisition,
- Performance, Conformance, Human behaviour
Guidance for the corporate governance of IT

- Erlauterungen zur Umsetzung der 6 Prinzipien mittels
des Governance Models = Evaluate - Direct — Monitor

Bietet eine gute ,High-Level* Anleitung

. q DI. Andreas Nehfort
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ISO 38500 - Governance Model M_

Directors should govern IT through three main tasks:

- Evaluate - Bewerten
- Evaluate the current and future use of IT.

- Direct — Lenken
- Direct preparation and implementation of plans & policies
- to ensure that use of IT meets business objectives.

- Monitor — Beobachten, beaufsichtigen, tberwachen
- Monitor conformance to policies
- Monitor performance against the plans

. q DI. Andreas Nehfort
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ISO 38500 - Governance Principles M_

Principle 1: Responsibility

- Individuals and groups within the organization understand and
accept their responsibilities in respect of both supply of, and
demand for IT.

- Those with responsibility for actions also have the authority to
perform those actions.

Principle 2: Strategy

- The organization’s business strategy takes into account the
current and future capabilities of IT;

- the strategic plans for IT satisfy the current and ongoing needs of
the organization’s business strategy.

. q DI. Andreas Nehfort
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ISO 38500 - Governance Principles M_

Principle 3: Acquisition

- IT acquisitions are made for valid reasons, on the basis of
appropriate and ongoing analysis, with clear and transparent
decision making.

- There is appropriate balance between benefits, opportunities,
costs, and risks, in both the short term and the long term.

Principle 4: Performance

- IT is fit for purpose in supporting the organization, providing
the services, levels of service and service quality required to
meet current and future business requirements.

. q DI. Andreas Nehfort
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ISO 38500 - Governance Principles M_

Principle 5: Conformance

- IT complies with all mandatory legislation and regulations.
Policies and practices are clearly defined, implemented and
enforced.

Principle 6: Human Behaviour

- IT policies, practices and decisions demonstrate respect for
Human Behaviour, including the current and evolving needs
of all the ‘people in the process'.

. q DI. Andreas Nehfort
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Cobit

COBIT:
- Control OBjectives for Information and related Technology
- Modell zur Prifung und Steuerung der IT

Cobit 5:
- Governance of Enterprise IT

Herausgeber:

- ISACA - Information Systems Audit and Control Association
- Verein fur IT-Prufer, Wirtschaftsprifer & IT-Leiter

R i DI. Andreas Nehfort
Governance of Enterprise IT — Cobit 5 - 19 Ay

Die Entwicklung von Cobit

Von der IT-Prifung zur umfassenden Steuerung der IT
- Governance of Enterprise IT (GEIT)
Governance of Enterprise IT
()
§ IT Governance
= Management 2008
o
E
o
> Risk IT
é
COBIT2
1996 1998 2000 2005/7 2012
A business framework from ISACA, at www.isaca.org/cobit
Governance of Enterprise IT — Cobit 5 - 20 PL Andreas Nehfort
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COBIT die Eckpunkte M_

- IT als Wertbeitrag zu den Unternehmenszielen
- Value Creation

- Gesamtheitliche Sicht = End-to-End

- Integration der IT in die Unternehmenssteuerung
- Beruicksichtigung der 4 Perspektiven von Kaplan & Norton

- Cobit als Integrationsplattform fur anerkannte Techniken
- ITIL & 1ISO20000, ISO 27000
- Projektmanagement, ...

- Trennung von ,Governance” und ,Management*
- Anwendung der Konzepte der ISO 38500

. q DI. Andreas Nehfort
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Cobit 5 — Overview - 5 Principles M |t
Biiad CoDbit Principles:

Meeting

vl = Meeting Stakeholder Needs

Needs

Covering

Enterprise Covering The Enterprise End-to-End

End-to-End

Applying a Single Integrated Framework

Enabling a
Holistic
Approach

Enabling a Holistic Approach

Separating

o Separating Governance From Management

Management

:

11.2012/ Seite 22
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Cobit 5 — Overview — Governance Objective }M |t

5 Princeples

Meeting
Stake-
holder
Needs

Covering
The
Enterprise
End-to-End

Enabling a
Holistic
Approach

Separating
Governance
From
Management

Governance Objectives

Value
Creation

Benfi Stakeholder needs drive value creation

Realisation

Benefit Realisation

Risk
Optimisation

= Risk optimization
Optimisaion

m Resource Optimization

Governance Objective: Value Creation

Benefits Risk Resource
Realisation Optimisation Optimisation

Roles, Activities and Relationships

wwwsit.at

03.11.2012/ Seite 23
information technology

Cobit 5 — Overview — Governance Objective - Goal Cascade }M |t

5 Principles

Meeting
Stake-
holder
Needs

Covering
The
Enterprise
End-to-End

Enabling a
Holistic
Approach

Separating
Governance
From
Management

»
(3
>
3
@
o
@
S
g
]
>
j=3
[}

Cobit 5 - Goal Cascade:

Value
Creation

For whom are the benefits?
Who bears the risk?

Benfit
Realisation T | Enterprise| | IT- Enabler What resources are required?
| Goals related Goals
Cascades to | Goals Cascades to

Risk
Optimisation

Governance|
Enablers
Resource &
Optimisation Scope

Step 1. Stakeholder Drivers Influence Stakeholder Needs
Step 2. Stakeholder Needs Cascade to Enterprise Goals
Step 3. Enterprise Goals Cascade to IT-related Goals
Step 4. IT-related Goals Cascade to Enabler Goals

wwwsit.at

03.11.2012/ Seite 24
information technology
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Cobit 5 — Overview — Integrated Framework

Principles Vel
P Creation

For whom are the benefits?
Meeting Benfit Who bears the risk?
Stake- » | Realisation | Enterprise | IT- Enabler What resources are required?
4 Goals related Goals
holder % | Cascades to | Goals | Cascadesto
NEERE o}
g Risk
o | Optimisation
3
Covering g Governance|
The § Enablers
Enterprise 8 Resource &
End-to-End Optimisation Scope

Integration of relevant Standards:
Enterprise Standards: COSO, COSO ERM, ISO 9000, ISO 31000
IT-related Standards: 1SO 38500, ITIL, ISO27000ff, TOGAF, PMBOK/PRINCE2, SPICE, ...

Inhalt / Ziel

ISACA  Governance und Management Framework

Enabling a
Holistic

1T Value Delivery  ISACA  Steuerung von IT-enabled business Investmants

The Open Group Architecture Framework Open Group Entwuf, Planung, und Wartung von

Approach Business Model for Information Securty | ISACA  Geschéftsorientiete Asatz fir Informationssicharheit
ISACA  Framswor for Management of I Felated Busess Rsks
Projects in occ
e e I Eer e

Separating s M [
e W
Governance R e o)

Enterprise Risk Managment  ORG USA  Committee of Sponsoring Organizations of the Treadway Commission)

From
Management:

== R

wwwsit.at 03.11.2012/ Seite 25

information technology
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Cobit 5 — Overview — Holistic Approach }M |t

Value

Principles Creation

For whom are the benefits?
Meeting Benfit Who bears the risk?
Stake- » | Realisation | Enterprise | IT- Enabler What resources are required?
4 Goals related Goals
holder % | Cascades to | Goals | Cascadesto
NEERE (o}
g Risk
o | Optimisation
3
Covering g Governance|
The § Enablers
Enterprise 8 Resource &
End-to-End Optimisation Scope

Integration of relevant Standards

Enterprise Standards: Cos 2. Oraanisational 4. Culture Etfics
— « IT-related Standards: I1SO . Organisational . ,
2 Processes Strctures and Behaviour

N t /

1. Principles, Policies and Frameworks

p—

Princples, Policies and Frameworks

Enabling a
. Culture, Organi- i
AHO"SUCh Ethicsand || sational Senices el aeore 6. Services, 7. People,
Beh, S - : -F s
pproac ehavior ||~ Structure 5. Information Infrastructure Skills and

and Applications Competencies

Separating

Governance
From
Management:

www.isit.at 03.11.2012/ Seite 26
information technology
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Cobit 5 — Overview — Separating , Governance” from ,, Management“}i&( |t

Value
Creation

For whom are the benefits?
Benfit Who bears the risk?
Realisation T Enterprise| | IT- Enabler What resources are required?
Goals related % Goals
| Cascades to | Cascades to

Meeting

Stake-

@
holder >
Needs 8 Goals
8
o | Optimisation
<]
Covering g Governance|
The § Enablers
Enterprise 8| Resource H .
End-to-End Optimisation Scope
Integration of relevant Standards: ‘
- Enterprise Standards: COSO, COSO ERM, I1SO 9000, ISO 31000
- IT-related Standards: 1SO 38500, ITIL, ISO27000ff, TOGAF, PMBOK/PRINCE2, SPICE, ...
P -
1
Princples, Policies and Frameworks m
Enabling a
Holistic ey || Crgani, Senvices || People, 1
Approach Behavior Structure Skills &
Waragement Fredtack

Separating
Governance
From
Management

m g J
Evaluate - - ' E'

www.isit.at 03.11.2012/ Seite 27
information technology

Governance & Management /M_

Governance ensures

- that stakeholder needs, conditions and options are evaluated
to determine balanced, agreed-on enterprise objectives to be achieved,;

- setting direction through prioritisation and decision making; and

- monitoring performance and compliance against agreed-on direction
and objectives.

Management

- plans, builds, runs and monitors
activities in alignment with the direction set by the governance body to
achieve the enterprise objectives.

Roles, Activities and Relationships

. q DI. Andreas Nehfort |
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Governance of Enterprise IT — Cobit 5 - 29

Separating N
Governance from Management
Businesf%ﬂeeds
v
/ Governance h
Evaluate
Direct Management Feedback
Management g : )

DI. Andreas Nehfort
PzM-Summit 2012

Governance Objective: Value Creation
Benefits Risk Resource
Realisation Optimisation Optimisation

Governance Governance

1T 1

Roles, Activities and Relationships

Das Ziel: Value Creation M_

Roles, Activities and Relationships

Sat Direction

Management H
Report

Governance of Enterprise IT — Cobit 5 - 30

DI. Andreas Nehfort
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COBIT Enterprise Enablers

U

- Principles, Policies & Frameworks

- Processes
- Organisational Structures
- Culture, ethics & behaviour

- Information
- Services, infrastructure & applications
- People, skills and competencies

B

and Behaviour

. Culture, Elhlcs}

P
3. Organisational | | 4
e | [z

[ 1. Principles, Policies and Frameworks

)

6. Services,
Infrastructure
and Applications

5. Information

Resources

A

7. People,
Skills and
Competencies

Governance of Enterprise IT — Cobit 5 - 31

DI. Andreas Nehfort
PzM-Summit 2012

COBIT Enterprise Enablers

U

day-to-day management.

entities in an enterprise.

Governance of Enterprise IT — Cobit 5 - 32

1. Principles, policies and frameworks are the vehicle to
translate the desired behaviour into practical guidance for

2. Processes describe an organised set of practices and
activities to achieve certain objectives and produce a set of
outputs in support of achieving overall IT-related goals.

3. Organisational structures are the key decision-making

4. Culture, ethics and behaviour of individuals and of the
enterprise are very often underestimated as a success
factor in governance and management activities.

DI. Andreas Nehfort
PzM-Summit 2012
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COBIT Enterprise Enablers /M_

5. Information is pervasive throughout any organisation and
includes all information produced and used by the
enterprise. Information is required for keeping the organisation
running and well governed, but at the operational level,
information is very often the key product of the enterprise itself.

6. Services, infrastructure and applications include the
infrastructure, technology and applications that provide the
enterprise with information technology processing and services.

7. People, skills and competencies are linked to people and
are required for successful completion of all activities and
for making correct decisions and taking corrective actions.

. q DI. Andreas Nehfort
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Cobit als Integrationsplattform A_j .

External Frameworks and Standards used as basis for GEIT

ITIL or ISO 20000

1S0 17799, 1SO 27000, Information Security Framework
or other security standards

Six Sigma
COBIT (ISACA)
PMI/PMBOK
Risk IT (ISACA)
IT Assurance Framewark (ISACA) 9.8
CMM or CMMI 93
1S0 38500 3.2
BMIS (Business Model for Information Security [ISACA]) 78
PRINCE2 64
Val IT (ISACA) 4.9

TOGAF |29
COSOERM [ 16

Base: 450 (ITonly)  Quelle: ISACA, 2009 0% 5% 10% 15% 20% 25% 30%

. q DI. Andreas Nehfort
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Cobit Process Reference Model M_

Processes for Governance of Enterprise IT:
- Evaluate — Direct — Monitor

Processes for Management of Enterprise IT:
- Align, Plan and Organise
- Build, Acquire and Implement
- Deliver, Service and Support
- Monitor, Evaluate & Assess

. q DI. Andreas Nehfort
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Cobit-Processes: Evaluate — Direct - Monitor A )

Evaluate, Direct & Monitor

Transperancy

DI. Andreas Nehfort
PzM-Summit 2012
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Cobit-Processes: Align — Plan - Organise

Set and Maintain the Ensure Value
vernance Framework

Ensure Resource Ensure Stakeholder
Optimisation Transperancy

DI. Andreas Nehfort
PzM-Summit 2012

Set and Maintain the
Gowernance Frameawork

Cobit-Processes: Build, Acquire & Implement /

Ensure Stakeholder
Transperancy

DI. Andreas Nehfort
PzM-Summit 2012
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Cobit-Processes: Deliver, Service & Support

Set and Maintain the re Value
wernance Framework Optmisation

Define the Managment

DI. Andreas Nehfort
PzM-Summit 2012

Cobit-Processes: Monitor, Evaluate & Assess

Evaluate, Direct & Monitor

Set and Maintain the Ensure Value Ensure Risk Ensure Resource Ensure Stakeholder
Governance Framework Optimisation Optimisation Optimisation Transperancy

Align, Plan & Oranise

. . Monitor Evaluate & Assess
Define the Managment Manage Enterprise

Framework for IT Architecture

Direct Manage Portfolio

Manage Service
Agreements

. Manage Programms and Manage Availabilty &
Direct .
Projekts Capacity
Monitor System of internal
Control
Enable organisational Accept & Transition
Changes Changes

Manage Service Requests

Direct Manage Operations A s

Manage Business Process

Manage Problems Manage Continuity Manage Security Controls

DI. Andreas Nehfort
. PzM-Summit 2012
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Direct

Direct

Direct

Define the Managment

Framework for IT e SiEiEny

Manage Portfolio

Manage Budget & Costs

Manage Service

P ns Manage Supplier

Build, Acquire & Implement ..

Manage Programms and

Projekts Define Requirements

Enable organisational

P Manage Changes

Deliver, Service & Support

Manage Operations Manage Assets

Manage Problems Manage Continuity

Manage Enterprise
Architecture

Manage Human Resources

Manage Quality

Identify & Build Solutions

Accept & Transition

Manage Configuration

Manage Security

Eoua oS
Ensure Resource Ensure Stakeholder
Optimisation Transperancy

Monitor Evaluate & Assess
Manage Innovation

Manage Relationships
Monitor & Evaluate
Performance and
Conformance

Manage Risks

Manage Availabilty &
Capacity

|————————————— | Monitor System of internal

Control

A Knowledge Management

Manage Service Requests
& Incidents

Requirements
Manage Business Process

Controls
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Zuverlassige

Prozesse?

U

Referenzmodelle definieren typischerweise inhaltliche

Anforderungen an unsere Prozesse - Was ist zu tun?

Die offene Frage:
- Wie miussen sichere/zuverladssige Prozesse beschaffen sein?

Prozessreifegradmodelle geben eine Antwort:

- Die Kriterien der Prozessreife bieten eine methodische
Grundlage fur Prozess-Sicherheit!

- CMMI und SPICE / ISO 15504 sind Werkzeuge
- fr sichere/zuverlassige Prozesse und
- fur die Wirksamkeit eines IKS

Governance of Enterprise IT — Cobit 5 - 42
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SPICE-Capability Levels

Optimizing Level 5 Optimizing
Quantitative measures used for PA.5.1 Process Innovation
Process Innovation and Optimisation PA.5.2 Process Optimization
Predictable Level 4 Predictable

Process measurement make process PA.4.1 Measurement

performance and results controllable PA.4.2 Process Control

Established

d tailored e PA.3.1 Process Definition
and tailored for specific use PA.3.2 Process Deployment

Predefined processes are deployed p Level 3 Established

Level 2 Managed Managed
PA.2.1 Performance Management Process and work products are
PA.2.2 Work Product Management managed, responsibilities identified

input and output work products are available

Level 1 Performed Performed
r PA.1.1 Process Performance Processes are intuitively performed,

Level 0 Incomplete Incomplete ,
Performance and results are incomplete,

chaotic processes

. . DI. Andreas Nehfort
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Management Visibility

by Capability Level

Stufe 5
(optimizing)

Comply
or
explain

(predictable)
ey ] - -
(established,
Stufe 2 ( : )—»‘ H H }—»‘ }—».Gﬁ'
(managed)

—_—
Stufe 1 IN — P OuUT
(performed) — —
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SPICE als Best Practice fur JQ{LJ_

Prozessmanagement

Das SPICE Prozessreifegradmodell liefert einen generischen
Baukasten fur reife Prozesse:

- Geeignete Basispraktiken, damit der Prozess seinen Zweck
erfullen kann - Capability Level 1 (CL1).

- Kriterien fur Planung & Lenkung der Prozessdurchfiihrung - CL2
- Kriterien fur Planung & Lenkung der Prozessergebnisse - CL2
- Kriterien fur die Definition von Standardprozessen - CL3
- Inklusive Uberwachung auf Eignung & Angemessenheit
- Kriterien fir den Einsatz von Standardprozessen - CL3
- Inklusive Analyse des Prozessverhaltens
- Kriterien fir quantitative Prozess-Steuerung - CL4

. q DI. Andreas Nehfort
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Prozessreife eliminiert Unsicherheit M_

Mit zunehmender Prozessreife wird der Prozess fur

AUBenStehende Prevention instead of Reaction
- besser steuerbar
- besser nachvollziehbar <% # ke
- besser kontrollierbar P o
A
Mit zunehmender Prozess- £ Project €
reife wird der Prozess %
zuverlassiger! o
o
X
Project Phases SOP
Governance of Enterprise IT — Cobit 5 - 46 sl e -
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Prozessreife ermoglicht Governance M N

(IT-) Governance braucht Transparenz!

8

Prozessreife schafft Transparenz!

8

Prozessreife schafft damit Sicherheit!

. q DI. Andreas Nehfort
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Cobit & Prozessreife JQ{LJ .

Cobit hat seit langem ein Prozessreife-Modell
- Cobit Maturity Model als Grundlage fiir Cobit-Assessments

Mit Cobit 4.1 / Cobit 5 hat die ISACA einen Wechsel vollzogen:

- Vom ,Maturity Modell®, das (oberflachlich betrachtet)
an das SEI/CMM-Modell angelehnt war.

- Zu einem SPICE-konformen Process Assessment Modell
(PAM) nach I1ISO 15504-2.

. q DI. Andreas Nehfort
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Das neue Cobit PAM

from SENCMM

‘lower’ scores

attributes

Governance of Enterprise IT — Cobit 5 - 49

U

The COBIT 4.1 PAM uses a measurement framework that is similar
in terminology to the existing maturity models in COBIT 4.1

While the words are similar the scales are NOT the same:

- The COBIT PAM uses the capability scale from ISO/IEC 15504,
whereas the existing COBIT maturity models uses a scale derived

- A PAM/SPICE Level 3 is NOT the same as a Cobit/CMM Level 3
- Assessments done under the new PAM are likely to result in

- PAM assessments are based on more fully defined and defensible

Quelle: ISACA

DI. Andreas Nehfort

PzM-Summit 2012

Cobit Maturity Model < Cobit PAM 4 g} .

bisher

_—— e = = —— -

in Zukunft

COBIT 4.1 Process
Maturity Level

ISO/IEC 15504 Process

Capability Level

Attribute

5 Optimised

5 Optimizing

PA 5.1 Process innovation
PA 5.2 Process optimization

4 Managed and
measurable

4 Predictable

PA 4.1 Process measurement
PA 4.2 Process control

3 Defined

3 Established

PA 3.1 Process definition
PA 3.2 Process deployment

2 Repeatable but intuitive {2 Managed PA 2.1Performance management
PA 2.2 Work product management
1 Initial/ad hoc 1 Performed PA 1.1 Process performance

0 Non-existent

0 Incomplete
\

- - - - — - ——————

e e e e = = = = ————
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Neu: Cobhit 5 nutzt SPICE

Process Reference Model

+ Domain and Scope
* Process Purpose
+ Process Outcomes

als Assessment Modell

aF
4.1
i
P
ETANDARD, Va0

e

INITIAL INPUT

+ Purpose

Scope

Constraints

Identities

Approach

Assessor

Competence Criteria

+ Additional
Information

Governance of Enterprise IT — Cobit 5 - 51

3

Process
Assessment Model
+ Scope
« Indicators
- Mapping
- Translation

ASSESSMENT PROCESS
Planning
Data Collection
Data Validation
Process Attribute Rating
Reporting

Measurement Framework
+ Capability Levels

» Process Attributes

+ Rating Scale

Roles and Responsibilities
« Sponsor

+ Competent Assessor

« Assessors

OUTPUT

Date

Assessment Input
Identification of
Evidence

= Assessment Process
Used

Process Profiles
Additional Information

DI. Andreas Nehfort J

PzM-Summit 2012
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Cobit - Process Reference Model

Process ID

Process Name

DS1

Define and

Manage Service Levels

Purpose at] =
\Ommw | The Reference Process:
* Process ID & Name
e Purpose:
* The high-level measurable objectives of performing the process and the likely
Base Practices outcomes of effective implementation of the process
'S
» Process Qutcomes:
« An observable result of a process - an artefact, a significant change of state or
the meeting of specified constraints
U_M—Ul
DS1-BP2 Create a service improvement plan. |Ds1-o1
‘Work Products (WPs)
Inpuis
Number Description Supports
PO1-WP1 Strategie 1T plan D51-01, 02, 03, 04
PO1-WP4 IT service portfolio DE1-01,02, 03, 04
PO2-WPS Aasigned data ) DE1-01
POS-WP3 Updated [T service portfolio D51-04
A12- WP Initial planmed SLAs D51-03
AIZ-WPT Initial plavmed OLAs DE1-03
DS4WPS Disaster service require ments, including rales and responsibilities DE1-01
MEL-WP1 Performance input to IT planning DS1-01, 02
OQuiputs
Number Descripti Input To Supports
D51.WP1 Comtract review report D32 D51-01,04
DS1-WP2 Process performance reports ME1L Ds1-04
DS51-WP3 Newmpdated service POL D51-02, 03
D51.-WP4 SLAs AT1, D52, DS3, D34, D56, DSE, DS1% D51-02
DE1-WPS OLAs DE4ta D38, DS11, DE1S DE1-03
DS1-WPé Updated IT service portfolio PO D51-01,04

Governance of Enterprise IT — Cobit 5 - 53
Copyright ISACA 2012.

All rights reserved

DI. Andreas Nehfort
PzM-Summit 2012

Process Reference Model - Based on COBIT 4.1 G/
Process ID DS1
Defi d M: ge Service Levels
Satisfy the business requi of enswing the alignment of key [T services with the business needs.
Number Descxiption
Ds1-01 A service management framework is in place to define the orgenisational strusture for service lovel management, covering the base definitions of
$‘ services, roles, tasks and responsibilities of internal and external service providers and customers
DI Internal and external SLAs are formalised in line with custormer require ments and delivery capabilities
DSI-OB\ Ciperating level agreements (OLAs) are developed to specify the technical pro recusived to snrmort ST &
Ds51.04 Pro are in place {0 monitor (and periodically review) SLis and achievern, ]
Baselaractic T HET D CONTROL OBIECTIVES H
(BPS) DS1-EF1 Create a framewo) defining IT services. 254 befine it W S Lveis ]
DS1-EF2 Build an [T service calg ur . ]
DS1-BF3 Deefine SLis for eritical IT se : ]
DS1.BF4 Diefins OLiss for meeting SLAs ST L]
DS1-BF5 Tvlonitor and repon end-to-end sexvice level e ]
51-BPS Revview SLis and underpinming contrast ]
Ws1-EFT Review and update the IT service catalogue. T L
T%1.BFE Chreate a servic s improvernent plan. L
\ Work Products (WPs) > Ll
§ o i
Numher \ (et e Semrn U i
PO1-WPL Stratel\c [T pls EROCH THARITION ]
FO1.WP4 IT sere POrt] oo e e i
POZWP3 & data ]
T'O5- W3 Updlated § ser L
AI2-WPY Initial plarfed : =m L
A13-WPT Initial « =x i
DS4-WES Disaster se ]
MEL-WPL Performance ) E L]
DNumher Input To L]
D51-WP1 Contract review T e ! ||
DSL-WFP2 Pracess perfor R ]
DSL-WP3 Hewfupdated s: - ]
DSL-WP4 SLis et 352, DS3, DS4, DS6, bss, D=t =
DSL-WES OLks 5DS8, DS11, DS13 D51.03 ]
DS1-WF6 Updated IT service pumonn Lo D51-01, 04 DI. Andreas Nehfort [
GUVETTTAITCE Ul CIETPITSE TT — CUNIT O = OF B2M-Summit 2012
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Process ID DS1

Process Name

Define and Manage Service Levels
Purpose i

Satisfy the business of ensuring the alignment of key IT services with the business needs.

Cobit - Process Assessment Model

7

Outcomes (Os) Number Description

Ds1.01

Performance Indicators:

o502 fe Base Practices:
Teies base rractices.

| o~ D51-04

Base Practices proceSS purpose

(BPS)

 Input & Output Work Products:

DS1-BP2

* The activities that, when consistently performed, contribute to achieving the

Loges) e The artefacts associated with the execution of a process — defined in terms of
DS1.BF5 process ‘inputs’ and process ‘outputs’
DS1-BP6
DS1-BPT
DS1-BPR | Create a service improvernent |Ds51-01
Worl 5
Inpuis
Number ese S Supporis
PO1-WP1 Strategic [T plan D51-01, 02, 03,04
FO1-WP4 IT service portfolio DE1-01,02, 03,04
PO2-WPS Lissigned data classification: D51-01
TO5-WT'3 Tpdated IT service poitfolio DS51-04
AI2-WPS Initial plarmed SLas DS1-03
AIZ-WPT Initial plarmed OLAs D51-03
DS4WFS Disaster service requirements, including roles and responsibilities Ds1-01
MEL-WPL Perforrance input to IT planming D51-01,02
C oupuss
DNumher Description D et Input To Supporis
DS1-WF1 Contract review report D52 D51-01, 04
DEL-WP2 Process perforraance weports ME1 D51.04
D31-WF3 Hewiupdated service i PO1 DS51.02, 03
DS1-WP4 SL&s &11, D52, D33, DS4, DS, DSE, D513 Ds1-02
DS1-WFS OLAs DSdto D52, DS11, DS13 DS1.03 1
DS1-WFa Updated [T service portfolio FO1 D51-01, 04 DI. Andreas Nehfort [ |
SUVETTIAIite Url CIMETPISE TT — CUUIT O - 99 PzM-Summit 2012 Ny

Process Assessment Model - Based on COBIT 4 16/
Process ID DS1
Process Name Defi d M: ge Service Levels
Purpose Satisfy the business i of ensuring the alignement of kev IT services with the business needs.
Outcomes (Os) Number Description
Ds1-01 A service management framework is in place to define the orgenisational strusture for service lovel management, covering the base definitions of
services, rales, tasks and responsibilities of internal and external service providers and customers
D51.02 Internal and external SLAs are formalised in line with customer require ments and delivery capabilities
D51.03 Orperating level agreements (OLAs) are developed to specify the technical processes required to support SLés.
Ds51.04 Processes are in place o monitor (and perindically review) SLés and achievements.
Base Practices Number Dx ip i _
(BPS) DS1-EF1 Create a framework for defining IT services. ]
DS1-EF2 Build an [T service catalogue ]
D51-BF3 Deefine SLis for exitical IT services H
P4 Diefins OLiss for meeting SLAs ]
Ds1- Ivlonitor and report end-to-end service leve 1 performance. 051 Defism and Manage Service Loveis _
D51-BFS Fieview SLs and underpi contract ]
DS1-BFT o and uprate the 1T sexvice catalogur, L= e
DS51-BF8 Creal rvice improvement plan - T T — i — —
Work Froducts (WFs)
Inputs
Number . Description
PO1.WP1 Strategic [T plan T~
PO1-WF4 1T servics portfalio T~
PO2WES Assigned data classifization T~
T'O5- W3 Updated IT servics poitfolio T~
AI2-WPY Initial plarmed SLAs T~
LI3-WET Initial planmed OL&s T~
DS4-WES Disaster service requirernents, inchuding roles and responsibilities i
WEL-WPL Performance it to IT planying K Ve a8
Outputs . I
DNumher Description In s e
DSL-WF1 Coantract review report Ds2 ; . T el ilatalet
DSL-WFP2 Process performance repotts MEL = "N 0 0 0 1
DSL-WP3 Hewfupdated service requi FO1 ]
DSL-WP4 SLis 11, DS2, D33, D34
DSL-WES OLks D54 to D58, D511, Lois —— ="
DSL-WF6 Updated IT sexvice patfolio FO1 D51.01,04 DI. Andreas Nehfort L
GUVETTIAITCE Ul CIETPITSE TT = CUNIt IO = 00 BzM-Summit 2012
Copyright ISACA 2012. All rights reserved Suue wu
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Cobit Assessments ¥

Cobit Assessments werden nun nach den Regeln
der ISO 15504-2 durchgefuhrt.
Assessorenausbildung:
- ISACA:
- to be defined ...
- Intacs:
- bewéhrtes Ausbildungsschema fir SPICE Assessoren
- GP — Gesellschaft fur Prozessmanagement:
- GP-Assessorenausbildung

. q DI. Andreas Nehfort
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Assessment-Tool: SPICE 1-2-1 for COBIT M

7 i Surdad
1. Vierberstarg | 3 Dercasimnung | 3 awswators | 4 Barcn |

Prozesse b das Aassssment Aspewsnit 4 Nchtsusgewihit 0
ame Sertert | amemens Fragen | =D

P01 Define a Sty
Sometnen [rozessGmoen 7] wesi = | L) 65 ds = | imigasan » @ | Murge jonan -
" Pumpass: Dt e Sesndied g i e Qpti L 00- B
= PO Flan amd Grganise L3 Satisfy the busines{l , Varbaratung | 3 Durcntinnng 3 Asvwations | 4 acens |
or extending the buf P r 5 i - [ G =
5 PO Cafing the Information Archites €L 3 povermance requinel| 9 Ll 2 L A D E
W P03 Catarming Tachn transparent abae tf|  Grafiken: ﬂ j j ﬂ o Bewcrtetn Prscen asoeem ¥| [ cuger  Hesotd &7 (3 Volbikimedus
& P Cafine the 1T Fra rgani - . . -
B POE Manege e IF Inwmsbment €13 Frrrermy JPLAusuntung e Pncessolihels; 3 Haufigkeitsverteilung fir Process Group
# P0G Communicate Management Am €L 3 PO1-01: Value mal HM:‘uh;nln\ﬂ:\' Process mﬂﬁw;
@ FO7 Manage IT Homan Resources  CL3 Inciuting business i ghstsvarsiung B Orgsaizabsnailiny
¥ FO8 Manage Quality 3 rakgation, an est Hle Prozesse
W POS Assess and Manage IT fisks €L 3 PO1-02 Business) Erachssmr btk A o e FO
¥ POLO Manage Projects L3 strategic planning Prazessanribusgrati A Peness Grep 4
% ¥ AL Acquire snd Implement  CL3 PO1-03: Current M1 Braoesanntugrath i Process Groue 05

PO1-04: An [T stray Precessamribugrati e Process Groun ME
defines T goats ans =)
business objectived

BO1-08: IT tactical Fidgmtsvertaiing i Process Cawgery

PO1-08: Project M HiBAgistverteiiung A OrganizationssMatsty
J—
e S CLPrai A Frocess Groep PO
[EI T ——
Gl Prat i Froces3 Grows 05
Hase Praclices: GLProfil i Process Growg NE
Auswestung des Reifegrade
POTBPT Link busi [T
[COutcomes: POI-C = auswertung des siszeinen Prazesse
[ee— v e P01 Dot 8 Seategis 1T s - - - .
IPO1.BPZ2a Identify Brs Cazabibty Levels
Bearerian =

Legenze Anmieng s Gradk

W votacnieved F GralkimBerichtinkiudion

B Party achieved
L Larpely achieved

B Foyachieves

e

| e

Fort Sios: B CLEFGR.Group
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Resiimee M

Cobit bietet Innen ein Rahmenwerk zur
Steuerung der Unternehmens IT

FAgure 8—Governance and Management im COBIT 5

Governance Objective: Value Creation

Benefits Risk Resource
Realisation Optimisation Optimisation

Roles, Activities and Relationships

Governance of Enterprise IT — Cobit 5 - 59 Ay
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SPICE gibt Innen die Werkzeuge
um Governance
mittels reifer Prozesse
systematisch zu implementieren!

phrizing

- |Level 5 Optimizing
e LA AL P Innovath
Purscom s evaion end Oyt stion p PASZ Fracess Dptrazaien
Preiiciane [Level 4 Predictable |
Poe=rcs P41 Measurement

e amd ramiin confeclabla P A S Pracess Contrl

e Level 3 Established

F rer LN

oo oty p e )

Level 2 Managed | Elawagnd

. D
FA22 Work Produst

[ of

l I;:‘\r1s;'l Performed [Mlﬂ
[Levela
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U

Wir unterstitzen Sie dabei
mit unserer Expertise!
Cobit

ITIL & ISO 20000 / 1SO 27000ff
Prozessmanagement / Systems & SW Engineering

| SPICE - Trainings ‘

‘ Entwicklung von Assessment Modellen & Assessment Tools |

| Durchfuhren von Assessments |

I Beratung & Unterstiitzung bei der Prozessverbesserung |

Assessment Network: Leistungen aus einer Hand

A R DI. Andreas Nehfort _
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A -
"Reif ist,

wer auf sich selbst nicht mehr hereinfallt!*

Heimito von Doderer

Governance bedeutet:

Sicherzustellen, dass eine Organisation
sich nicht selber austrickst!

Cobit & SPICE unterstiutzen Sie dabei!

A R DI. Andreas Nehfort _
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U

Danke fir Ihre Aufmerksamkeit!

Fragen & Anmerkungen

Diskussion ...

. . DI. Andreas Nehfort
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